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Service Oriented Architectures (SOA) enable dynantigration of Web Services (WS) to accomplistseris need. As such, they are
sensitive to user errors. This article presentsméwork for mitigating the risks of user erroreeda changes in the service delivery
context. The underlying methodology incorporatesbilgy in the design, testing, deployment and afien of dynamic collaborative
WS, so that the error-prone elements of the Ugerflice (Ul) are identified and eliminated. The neelology incorporates Statistical
Process Control (SPC) of Web Service Indices (W&H)ained by a Decision Support system for Userfate Design (DSUID), in
which the users are elements of the control loop.
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1. Background

This article presents a method for assuring seamasigation of visitors of dynamic websites. Tylig,
website designers focus on providing ‘cool and 'Hagibut, employing newest widgets based on stéine-art
technology. Many designers do not pay sufficiet¢rdion to the ways site visitors may use theséufea.
Consequently, their designs suffer from variousbilisg limitations, such as poor readability, ermione
navigation controls, and attention distracting fiees. Eventually, many visitors of such websitesl fe
inconvenient about the usability barriers, and dbanthe site before achieving their goals. Skilllegigners,
who are aware of the user’s needs and limitatitycally do their best to facilitate the site ngafion, but
occasionally fail to anticipate the user’s goald &ehavior. To understand how to enable seamlesgatin,
website designers need to get diagnostic informatiout the particular sources of the negative user
experience. Common practices for getting this mation are by asking for the user's feedback and by
guestionnaires about the user’s opinions. Usegdback and opinion are of low diagnostic value abse the
users can inform about their feelings, but not alioel sources of these feelings. A more appropnegthod for
understanding the sources of negative user experien by usability testing. These tests are comdudtty
usability experts. Typically, usability tests asgensive and require delay in implementing thegteshanges.
Another limitation of traditional usability tests that their face validity is low; a large numbérusers is
required for getting reliable, comprehensive cosidns. Therefore, in previous work we proposedntie¢hod
of Decision Support for User Interface Design (DSUID) by statistical analysis of the user adyi(see [5]).
Modern websites are dynamic. First, the site stimgctand content may change frequently. This is
particularly true for eCommerce sites. Second, gbever resource allocation changes according ttinen-
demands. This is particularly valid f&ervice Oriented Architectures (SOA). Common practices of usability
testing cannot handle this kind of changes. Orother hand, Web analytics tools provide valuabterination
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about the site visitors and the changes in thdovisi behavior, but they do not provide sufficientlication
about the need and the means to enhance the dedignms or usability. The methods presented ig #rticle
are an attempt to solve the usability problem afiaiyic websites by integrating within DSUIDSsatistical
Process Control (SPC) framework. The article is focused on SOAbW&ervices. We begin with an
introduction to SOA, Usability and DSUID, sectiorc@vers aspects of usability control, section 8 tetailed
description of usability tracking models, sectiotréats usability diagnostics, section 5 is a tedatase study
of a DSUID. We conclude with a section summarizing results and pointing to future work.

1.1. Service Oriented Architectures - SOA

SOA is a framework for dynamic integration Web Services (WS) provided by different vendors, to
accomplish a user’s operational goal. SOA involpesviders and users meeting on a service compaositi
platform and provides an open platform for inteigigdegacy, internal and external software comptmanthe
form of services in a uniform and reusable appro&ditware development of SOA must enable flexantel
dynamic service registration, discovery, matchownposition, binding, and reconfiguration.

SOA is considered a most promising computing pgrador large-scale reuse, business agility supppod,
integration across heterogeneous environment (fj)emerging implementation of SOA on the web is th
Web Oriented Architecture (WOA), based on XML encoded interfacing and comitation standards.

1.2. SOA Usability Risks

When a service is offered, its features includaouer characteristics such as performance, religb#iecurity
and usability levels. Usability is a term used émate the ease and reliability with which people employ a
system, a tool or other human-made objects in ddachieve a particular goal.

Usability failures attributed to human errors, tygically a main factor of system failure. For exde) 60-
80% of aircraft accidents are attributed to humamre ([2]). Usability failures are not always idéied
correctly. For example, many calls for technicgbmart about TV system malfunctioning turn out to the
result of user errors. In designing and controllgagtware systems, both software cybernetics arstational
risk management are applicable.

Operational risk management is focused on the ififttion, classification and evaluation of risk®r
operational failures affecting systems and theikaholders. For a comprehensive treatment of dpagdtrisks
combining structured, quantitative data, with unstured data and semantic analysis see [3].

Popular SOA based implementations, such as WOAlertae users to choose from among a list of sesvic
and integrate them in a way that suits the useva.gt is assumed that the service seekers foltevtain
operational procedures to describe what servicg theed, and make no mistakes in the requirement
specification. However, this flexibility introducepecial usability concerns and provides too mapoatunities
for the users to fail by setting the wrong sequega@r by disregarding mode constrains. Therefo@) $ased
applications are particularly error-prone.

1.3. Usability Assurance

Usability assurance is a continuous effort spanrtmgpugh the whole system life cycle: design, ibgst

deployment and routine operation;

e At thedesign stage, human factors are considered in a User@shDesign paradigm, to make sure that
user interface enables proper interaction withstjstem.

o At thetesting stage, usability experts conduct usability testiril real users, doing typical tasks. The tests
enable system designers to learn about the qudlitye user interfaces and to identify usabilitytlemecks.

e At the deployment stage, diagnostic usability reports using spestiistics obtained from logs of the user
activity may reveal usability barriers of users,entdoing real tasks in their real operational eninent
([4D).

e At theoperation stage, special service indices may reveal chaimgigee system usability, due to exposure
to new user profiles and to changes in the senacaseir availability. The original operationales@ario
might not be predictive of the evolving demandsteAfa change has been traced, diagnostic usability
reports may be derived for the period following titenge, enabling exploration of required changehke
service provision.
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This article focuses on the operation stage, nanoelymethods for tracking the changes in servidees.
The framework presented in the next sections irmates usability considerations in a system impleateon,
so as to ensure fluent and reliable operation béloorative web services. The underlying methodglegables
adapting theéJser Interface (Ul) to changes in the service allocation, so #rabr-prone elements of the Ul are
identified and eliminated.

1.4. Usability Diagnosis

The term Usability Diagnosis refers to identifyingability barriers, which prevent fluent and releabkystem
operation. At the testing stage it is used to idigrmiotential usability barriers, typically, by odwing users
executing main operational tasks. At the deploynzemat operation stages it may be used to examinadiual
user behavior, in order to identify actual usapibarriers. From this perspective, aggregate distimoeports
provide essential feedback to service designersvamhgers.

We expand the approach to deal with dynamic systerdsindicate how it can be applied to general iServ
Oriented Architectures (SOA).

1.5. Decision Support for User Interface Design - DSUID

The termDecision Support for User Interface DesigDSUID) refers to a methodology introduced in {6f
ensuring system usability. The methodology is aalie to the last two stages of the system devedopeycle
described above: the deployment and the operatimes. It employs a method for providing feedbackervice
managers about usability barriers, enabling themdjast the resources and the interaction withugers. The
feedback is based on special statistical analyfsteeouser activity, revealing problematic patteafigthe user
behavior ([6]).

Over time, systems are exposed to new user proflles, the services may change, according to nizdke
demands. Additionally, services may be added opxed, and their availability may change by timelay, etc.
The original operational scenario might not be tage of the evolving demands and there is a rteeadapt
the Ul to these changes.

In [5] and [6] we presented a methodology for staability diagnosis based on a seven layer matiel.
expand it here to tracking dynamic changes in sergontext. Continuous usability tracking is regdiin order
to manage the changing service conditions typit8I@A based implementations.

The paper presents a framework for identifying useors due to changes in the service context,fand
mitigating such risks. This is an introductory eldi leaving out the technical details and morbéaiate DSUID
examples. It lays out the foundations for integratiisability in SOA systems and Web Services.

1.6. Related Work

This article expands the DSUID framework presetitefh] to account for effective online tracking cthanges
in usability over time. we introduce here a measirhe user experience enabling controlling webggability
in real time. Several measures of the user experibave been proposed in the literature (e.g., [28], [26]),
but these measures typically depend on results $meeial purpose usability tests which are typycakpensive
and time consuming, and therefore inadequate &ftime control.

The method proposed here is based on an analysisesfs activity obtained from log files. An initia
attempt to extract usability information from logkthe user activity was presented in [11]. Therapph there
was that the logs of the user’s activity do notude information about the user’s intention, whieas assumed
to be essential for usability studies. However,rdeent work introduced in [5] showed that souraesegative
user’'s experience can be deduced from logs of $e€'aiactivity, enabling automation of the usapitontrol
procedures. The next section presents the frameafarkability control.
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2. Usability Control

2.1. Modéels of usability control

Usability control is the process of capturing imstas of significant changes in the quality of sesvianalyzing

the sources for these changes and changing the ddinipensate for degradation in the service quality
We introduce two basic usability control activitiécking and corrective adjustment.

e Tracking: used to find out the points in time whitve usability changes are significant and correctiv
adjustments may be required

e Corrective adjustment; used in order to compenfat¢hese changes, is a two step process: diagrtosis
identify the changes that caused the usability ghaand intervention of service managers, and plyssi
also of service designers.

2.2. Tracking the Usability Changes

Tracking of usability is based dWeb Service Indices (WSI) reflecting the usage characteristics of \itieb
Services. A WSI is a usability score of the systamany of its components that we wish to controk ¥pply
methods from cybernetics to trace these indicestandecide when a change in an index should deaote
significant deviation that requires interventiorpeSifically, we apply the Statistical Process Conh{{SPC)
paradigm to control the service usability by trackiWSIs. Figure 1 depicts the method for usabitytrol
where detection triggers intervention with effentusability characteristics.

Usability Control
wsl Sampling
-
\ fjustment
Alarm N
Limit \
________ S VS U M . N
Infervention

Figure 1: Usability control

SPC has been applied in the general context oWaodt cybernetics, for example for controlling tegti
efforts (see [7]). In the context of tracking udispiof web services, we use SPC to decide if a Wé&haves
normally, by comparing actual values to referenaleies. Measuring the deviations from the refereecedbles
the system to identify undesired changes or drnifthie service indices. The reference may be usnet. For
example, a user can define that the service reatitiee should not exceed three seconds. The refeream also
be set automatically according to prediction ofifatchanges in the indices; for more on SPC se&[jtion 3
presents an approach to usability control based Dynamic Linear Model (DLM) where a Bayesian Estien
of the Current Mean (BECM) is used to compute etgubservice indices. These tracking and changeaont
methods are described in [8], [9] and [10].

Suppose that a service parameter needs to be chauogeto usability issues. The procedure of paramet
modification takes time, and process control sh@dderate an expected event. The service contogrgm
continuously computes the predicted time for thel WSexit the range of accepted values, and trigdbe
control accordingly. The predicted time may be catad by dividing the delta [Current WSI — WSI threkl]
by the minimal time required for changing the pagtan The minimal time should be set by the siteager.
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2.3. Setting Web Service I ndices

A Web Service Index (WSI) is a measure of the esg@erience. It is closely related to the concepsefvice
level’ (http://en.wikipedia.org/wiki/Service levgl The main difference is in the type of servideiah, in case
of web services, is data-related.

WSiIs are defined at design time by service desgyraerd can be adjusted at operation time by thdécser
managers. WSIs should reflect the risks of pooriser Therefore, they should measure the two msiects of
negative user experience: service performance @rability. We can set distinct WSiIs for servicefpemance
and service reliability, or we can set a sharedxndor example, by combining separate indicesthin first
option, we run two parallel usability controls: dioe performance control and the other for religgpitontrol. In
the second option, we run a single usability cdnta@mbining both aspects. In many cases a sergveel |
agreement is set up as a percentile, say 95%.ifhpiges, for example, that 95% of the time the VgBbuld not
exceed a pre specified limit.

Service reliability is a measure of user difficedtj often interpreted as user errors. Effective s\N&k
calculated on the basis bfser Problem Indicators (UPI). A UPI is a user event that suggests araimst of
potential user difficulty. Typical UPIs are usetians reverting previous actions. Examples incluakckward
navigation, undo, cancel, selection from main memukelp requests. We can take a multivariate apgr@and
set a distinct WSI for each UPI, and shared WSisstrvice reliability control (For Multivariate Sistical
Process Control techniques see [8]).

2.4. Usability Diagnosis

Once it is determined that a service usability ldwas significantly degraded, the SOA platform reetmibe
informed about the new risk. The alert message ldhoclude indication about possible sources fog th
degradation and recommendations for how to compeisathem.

2.5. Corrective Adjustments

Once a service barrier has been identified, spewgns should be taken to remove it. Most oftemdibgnosis
leads to further investigation. For example, if fystem performance is poor, then the SOA platfoemds to
find out the causes for the poor performance. @naother hand, if the diagnostic reports show thaaricular
Ul control is error-prone, a usability engineer wldobe asked to examine the conditions that enathlediser
errors.

However, if the conditions that enable the useorsrcannot be prevented by design, then a useretieat
service facilitator, such as a pop up dialog boay foe incorporated in the Ul, enabling the usersetect from a
list of options.

3. Tracking Service Usability
3.1. Applying Software Cybernetics

As mentioned above, tracking service usabilitydsdsl on WSIs. A WSI is a usability score of thaesysor any

of its components that we wish to control. Cybeanseis the interdisciplinary study of the struct@fecomplex

systems, especially communication processes, dontexhanisms and feedback principles. Specificatly,
considers closed loops, where action by the systeam environment causes some changes in it. Sumhges
impact the way the system behaves, for exampledardo achieve service goals ([27]).

Software cybernetics explores the interplay betwseftware/software behavior and control ([7], [27])
Typical problems of software cybernetics includentcol of the software test process, software peréorce
control and control of the software developmentpss.

Typically, software cybernetics focuses on automatintrol, disregarding the user operator. The new
approach introduced here is to apply methods afveoé cybernetics to the process of Ul adjustment.

Sequential methods may be employed to monitorimguser experience, by comparing actual results to
expected results and acting on the gaps. Thisosedemonstrates a way to control a WSI by SPC,
implementing a Dynamic Linear Models, where theeztpd WSI is estimated by the Bayes Estimatiorhef t
Current Mean technique.
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3.2. Usability Tracking by SPC

Statistical Process Control (SPC) is a methoddeniifying deviations from normal processing. It&gm is in
manufacturing implementations, where statisticallgfoare used to observe the performance of pramhucti
processes in order to identify and correct sigaificprocess deviations that may later result ieated products
([8])- In this article we employ this approach fdeciding when a deviation of a WSI from its expdcialue
indicates a possible barrier to fluent and reliabteraction.

3.3. A Dynamic Linear Model

Dynamic models represent a key method in Bayesisecésting and modeling. In particular, Dynamicdan
Models (DLM) with Gaussian distributed componeraséfound a plethora of applications and playedrdral
role in time series analysis. Often their use heenbsuggested to model the evolution of completesy®ver
time with possible changes. Here the model isditte describe the evolution of various usabilitderes and
detect possible deviations from their behaviorthis sense, they can be used as a trigger to devioda an
intervention is needed on the system to improvéilisaor to measure, on the positive side, wheahilgy has
improved. A typical DLM is represented by the feliog observation and evolution equations at tintg &..

Y, = I:l'19l + &
’9t = th’“gt—l + 17

whereY, is the observed quantity (e.g. a univariate or #ivawiate usability index),, is the state vector at
timet, F, is a known vector of regression variables and temts, £, is an observation noise term representing
measurement error abodf, G, is a known state evolution matrix modeling trainsitoetween states at times
andt-1 and 77, is the evolution noise term (or innovation). ChogsiGaussian distributions for the noises
g,andn,, t=1, 2 ...and a Gaussian prior distribution {8, leads to a posterior Gaussian distribution%or
given all the observation§, t=1... s.Furthermore it is possible to compute the postepiedictive distribution
of the next observatioYy,,, given the past observatiofs t=1... s. We do not want to introduce here
cumbersome mathematical notation but just illusttatsound, widely used statistical approach. Matttiead
details and precise results can be found in [9][46}

DLMs are essentially models which allow for the letion of observed quantitiesy{) in a complex manner
depending on some unobserved sfhte Evolution equations are a sort of black-box wikixibility and
adaptability to complex situations. The matricesand G, can be chosen after some fitting data from test
cases. As usual in the Bayesian approach, prioetrices and hyperparameters (the ones related o th
distributions of the noises) are provided from pgastwledge and experiences. The set up of a DLMhman
approached in the following way:

Specify prior, matrices and hyperparameters at tirle

Sett=t+1 (and repeat until needed)

Forecast of observatio¥, at timet, based upon past history and prior specification

Observation of actuaY, and comparison with forecasted one

If no significant difference occurs between obsdraad forecasted, , then go to 2

Modify the model, e.g. the matricds, and G, to fit the new observation, then go to 2.

Step 6 is a crucial one since it represents thatgoi which a change in the usability of the systmsm
detected, and then the model is modified and usedfuture forecasts. If the change leads to a worse
performance of the usability indexes, then theifigd should be reported and actions should be taken

ok wdE

3.4. Computing the Expected WSI s

In order to track usability changes, we need tdinaously compute the service indices and to complaem to

constraining values. The expected values shouldstienated based on the history of the service @xditve

propose a Bayesian Estimation of the Current M8&CM) for estimating the expected service indices.
Computing WSI is an arithmetical operation defiasd

WSI = sum over the site pages of [Weight(Page) *UNPage)] divided by the number of pages
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where:

a) Weight(Page) is a score in the range (0-1) denoting the impaeaaof successful navigation of Page.
This score reflects the WS marketing needs. Fompi@ pages in a critical path to order submission
eCommerce site should typically score high.

b) WPUI (Page), is a score in the range (0-1) denoting the uisaliidex of the Page. It can be defined as
the product over several usability barriers to Page

Observations from a continuous distribution chamastic of a process, such as a usability score, ar
recorded at discrete times i =1, 2, - - -. Thewoasions, X are determined by the value of a base averagé lev
Lo, and an unbiased errof,. Possible system deviations at start-up are mddbie havingp, randomly
determined according to a normal distribution witiown meanu; (a specified target value) and a known
variancec®. At some unknown point in time, a disturbance rnighange the process average level to a new
value,yo + Z, where Z models a change from the currentlleve

The probability of having a disturbance between amg observations, taken at fixed operational time
intervals, is considered a constant, p. Accordingly apply a model of at most one change poinhatr&known
location. The corresponding statistical model,@bmost one change point, within n consecutive masiens is
as follows:

Xi=w+eg,i=1,2,---,n,
wherey; is the observation’s mean andhe measurement error, the at-most-one-changé moidel is:

Wi = Uo, i=1,---,j—-1and
Wi =Hot+ Z, i=j---.n

where j indicates that the disturbance occurretthéntime interval between the (j—1)st and j-th abatons.
j = Llindicates a disturbance beforg K= n + 1 indicates no disturbance among thé firsbservations.
The Bayesian framework is based on the followirgfriiutional assumptions:

to ~ N(ur , 0%
Z ~ NGg, ™),
&~N@O,1)i=1,2, ---.

The parameters; , %, 2 are assumed to be known and N(-, -) designatsdam variable having a normal
distribution. The Gaussian assumption abeut requires that the raw data be scaled, to have ithomal
variance equal to 1.

For n observations, let, denote the random variable corresponding to ttexrof the time interval at which
a change occurred. It is assumed that the pritrilalision of J, is the truncated geometric, i.e.,

Pr(d=j|p)=p - P, j=1,,n @)
=(1-p) j=n+1
O<p<1

The assumption underlining (1) is that disturbanoesur at random according to a homogeneous Poisson
process. p(1 - p} is the probability that the change occurred betwtde j-1 and jth observation and (1 - is)
the probability that the change has not happeroupe ' observation. Finally, we assume that Z, J, ande;
are independent, for each n. The current mgaran be written as

Un = Mo + I{‘]n < n}Z,
where I{-} is an indicator variable, assuming thedue 1 if the relation in brackets is true, and vhkie 0

otherwise.
The procedure described in [8] and [9] computedysinally two statistics of interest to SOA Web Siees:
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e The distribution of Ji, namely, the likelihood thashift in distribution occurred in any time intat up to
the current observation.
e The distribution ofin, for example, percentiles of the distributiorttoed current mean.

3.5. An Example

We demonstrate the procedure with a simulation fnbrmally distributed observations, with an indilice
change point at J = 10 with parametgfs= 0, § = 1.5,6° = 7> = 1. Such simulations are available in any
statistical package. The random valueg;df = 1. . . 15) are:

ui = —-1.91523, £ 10 and
ui = 0.563421, P11

We therefore observe data with a shift in mean.d#@ units, after the f0observation. Table 1 lists the
posterior distributions of; Jor i = 7,... 13, that is before and after the shifhe maximal probabilities are
indicated in bold and point to an estimate of whibe shift has occurred. The probability of shiftthe next
interval represents the probability of a futuretshi

Tablel. Probability of a shift at any given tinméeirval, at the"l observation

i 7 8 9 10 11 12 13
Xi -2.081 -2.837 -0.731 -1.683 1.289 0.565( 0.2560
1 0.00270.00280.00230.0025 O. 0. 0.

2 0.00570.00660.00370.0037 0 0. 0
3 0.00220.00230.00160.0016 0 0. 0
4 0.00720.00850.00290.0026 0 0. 0
5 0.00500.00540.00190.0017 O 0. 0.
6 0.00470.00430.00170.0016 O. 0. 0.
7 0.01940.00390.00510.00550.00040.0001 0.
8 0.9606 0.00790.00780.00740.0011 0.00030.0002
9 - 0.9583 0.15830.06430.0964 0.0794 0.0927
10 - - 0.8149 0.01390.01550.01490.0184
1 - - - 0.8952 0.8833 0.9052 0.8886
12 - - - - 0.00320.00010.0001
13 - - - - - 0. 0.
14 - - - - - - 0

Up to the 10th observation interval, a shift isidgaded as potentially occurring in the future. Aftee 11th
observation the maximal probability of a shift @nsistently pointing at the interval between obaton 10 and
11.

Table 2: percentiles of the distribution of the m@aany given time interval, at the ith observatio

i 7 8 9 10 11 12 13
Xi -2.081 -2.837 -0.731 -1.683 1.289 0.5650 0.2560
por -2.937 -2979 -2.746 -2.697 -1.789 -1.044 -0.911
pas -2.328 -2401 -2.193 -2.181 -.0587 -0.101 -0.094
puso -2.085 -2.172 -1.947 -1.966 -0.113 +0.29243
prs  -1.839  -1.941 -1.627 -1.735 +0.36B690 0.584
pee -0.831 -1.233 0.872 -0.263 1581 1.668 1.425
Wi -2.069 -2.161 -1.731 -1.918 -0.108 0.296 0.246

Table 2 shows the percentiles. As expected, theegoe shows a decrease in the mean at the 11th
observation. If the data tracked is a WSI, and &teas upper limit of 1 to the 99th percentile of ihdex, we
see that usability has deteriorated at observatidih so that some reactive risk mitigation procecheeds to be
activated.
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4, Usability Diagnostics

Once it is determined that a service has signiflgadegraded, we need to inform the SOA platforrowlthe
problem and its possible causes. The resultingrtegpmuld include indication about possible sourfgsthe
degradation and recommendations for how to compeisathem.

Methods for diagnosis include requesting the ufmrdeedback and statistical analysis. Howevemast
effective method is by a combination of the formegthods, namely, by requesting for the users’ faekitat
specific interaction points, which by statisticalability analysis were identified as error-prong. @ompting
the users to relate to particular interaction pritlhe SOA platform can get important informatidroat the
users’ intention. Then, it can compare the actility to the users’ intentions and figure out wharevthe
reasons for the user error. This approach wasifitisiduced in [11]. For more on mapping cause efifect see
[12]. This section presents a method for identifypoints of negative user experience by statisacalysis of
logs of users’ activity. This method was describedetail in [6].

4.1. Modelling the User Activity

The user activity can be described using a Bayddiarkov model with states given by screen displaysieb
pages. Two absorbing states are present (fulfiltroéthe task and unsuccessful exit) and our istagein their
probability. Transitions between one state andhalpossible others are modeled as a multinomsttildition
with probability p; of going from state to statej. A Dirichlet distribution is a natural, conjugatboice for the
vectorp; = (pi... Px), denoting the probabilities of all possible titinas from stata. The choice of the hyper
parameters is a tough, although typical, problerBayesian analysis, where the statistician hasatesform
experts’ opinions into numbers. Web log providestiimber of transitions from statto statg and data can be
combined with the Dirichlet prior via Bayes’ thepreso that a posterior distribution, again a Diettone, is
obtained. Based on the posterior distribution antthAnsition probabilities, operational reliabilitgn therefore
be analyzed looking at the predictive probabilifyemding in the unsuccessful state, given a preifipd
pattern, i.e. a sequence of transitions betweenpagies. With such techniques, one can combineD8@ID,
expert opinions with data to model transitions testv states and describe cause and effect relafsnsgtor an
interesting approach to improve usability by pravidon line help with procedures based on past réapee
and modeling the transition between states seegd@]14]. For an introduction to Markov chaing §&5].

5. A Decision Support User Interface Diagnostics (DSUID) Case Study

Logs of users’ activity typically provide time stpmfor all user actions. In addition, when web settag files
are available, they also include traces of imalgs find scripts used for the page display. The stammps of the
additional files enable us to estimate three ingurtime intervals
e The time the visitors wait until the beginning dfet file download, is used as a measure of page
responsiveness
e The download time, is used as a measure of paderpemnce
e The time from download completion to the visitaésjuest for the next page, in which the visitoidsethe
page content, but also does other things, soneeaf unrelated to the page content
The challenge is to decide, based on statistidhaxfe time intervals, whether the visitors feel fatable
during the site navigation; when do they feel taty wait too much for the page download and hovihay
feel about what they see on screkmthis section we provide details of a DSUID systwith specific examples.

5.1. Statistical Time Analysis

To understand the user experience we need to kKnewder activity, compared to the user expectaBoth are
not available from the server log file, but candstimated by appropriate processing. A Decisionp8upJser
Interface Diagnostics (DSUID) system flagging pbksiusability design deficiencies requires a moaokl
statistical manipulations of server log data.

Assume now that we have a log of the user’s agtitibw can we tell whether the service users entwun
any difficulty in exploring a particular screen plsy or a web page, and if so, what kind of diffigwdo they
experience, and what are the causes for this exps?

We assume that the site visitors are task drivabmee do not know if the visitors’ goals are rethte a
specific service. Also, we have no way to tell igitors know anything, a priori, about the serviaad if they
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believe that the service is relevant to their goaisf they have used it before. It may be thattlsers are simply
exploring the service screens, or that they followrocedure to accomplish a task. Yet, their belnaéflects
their perceptions of the service, and estimateleif effort in subsequent investigation.

How can we conclude that a time interval is acdaptdy page visitors, is too short, or is too lon§®r
example, consider an average page download tinfieeoBeconds. Site visitors may regard it as tomtey, if
they expect the page to load fast, for exampleegponse to a search request. However, five seaqoagisbe
quite acceptable if the user’s goal is to learexplore specific information, if they expect itlie related to their
goal. Setting up a DSUID involves integration obttypes of information
o Design deficiencies, which are common barriersstangess navigation, based on the first part ofribdel

described above — visitor's page evaluation
o Detectors of these design deficiencies, commorcatdis of possible barriers to seamless navigaliased

on the second part of the model — visitor's reactio

The way to conclude that the download time of dipalar page is too long is by a measure of potdigti
negative user experience, namely, the site exét fBlhe diagnostic-oriented time analysis is by obsg the
correlation between the page download time angh#lge exits. If the visitors are indifferent abchwe tlownload
time, then the page exit rate should be invariaith \espect to the page download time. Howevethé
download time matters, then the page exit rate ldhdapend on the page download time. When the page
download time is acceptable, most visitors may $tathe site, looking for additional information.ol¥ever,
when the download time is too long, more visitoighthabandon the site, and go to the competitdns. [bnger
the download time, the higher is the exit rate.

5.2. Usability Problem Indicators - UPI

Exit rate is a preferred measure for deciding endffect of download time, but is irrelevant to eealysis of
the visitors’ response time. The reason for ih&t server logs do not record events of the visitaving the site,
which means that we cannot measure the time irfeofaerminal page views. Therefore, we need ®atber
indicators of potential negative navigation expeci
A model of user's mental activities in website gation lists the most likely visitors’ reactionégceptional
situations. Based on this model, we can list tHvieng indicators about the visitor's toleranceweb page
design deficiencies
e The visitor returning to the previous page maydatk that the current page was perceived as |kssang
to the goal, compared to the previous page
e The visitor linking to a next website page may aadé that the link was perceived as a potentialgerito a
goal page
e The visitor activating a main menu may indicate the visitor is still looking for the informatiomfter not
finding it in the current page
e The visitor exiting the site may indicate that eiththe goal has been reached, or the overall aiteation
experience became negative.

Accordingly, besides site exit, other indicatorgofential usability problem are the rates of natiimn back
to a previous page and the visitor escaping fraerpiige to a main menu.

5.3. Page Relevance

Once we have an estimate of the task-related mewtalities we can adapt the method for decidinguab
problematic performance, to decide about probletask-related mental activities. Visitors who fé®t the
information is irrelevant to their needs are makely to respond quickly, and are more likely to lgackward,

or to select a new page from the main menu. Thezefihe average time on page over those visitors wh
navigated backwards or retried the main menu shbeldhorter than that of the average of all visit@n the
other hand, visitors who believe that the informatis relevant to their needs, but do not undedstare page
text very easily, are likely to spend more timentllae average reading the page content, and thage/éme on
page should be longer.
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5.4. Page Readability

Page usability is a compound property, consistihgeveral factors. One factor, used for demonsigathe
method, is the page readability. We demonstrate tee method for computing the confidence levethef
actual page readability. The model consists ofiodependent variable, which is the page readapéityl two
dependent variables: the user’s reaction time aadiser’s next action. The model assumes that:

1. The user’s reaction time is correlated withrimeding difficulties

2. The rate of UPIs, such as backward navigatoogirelated with the reading difficulties.

Based on these assumptions, we expect that ongeyehe user’s reaction time of visits followed &yJPI
will be higher than that of visits followed by ahet user action. Therefore, we apply a t-test éamgaring the
user’s reaction time of two samples: one is oftsibllowed by a UPI and the other is of visitsldeled by
another user action. The page readability is deterunby a t-test comparing the two samples.

The time that visitors spend reading a page depemdsarious perceptual attributes, including thgepa
relevance to their goals, the ease of reading antpbrehending the information on page, the easdettifying
desired hyperlinks, etc. Assume that for a padicpage, the average time on screen before badkwar
navigation is significantly longer than the avergigee over all page visits. Such case may indieateadability
problem, due to design flaws, but it can also be gugood page content, which encouraged userssyéot
long time reading the page to go back and reexathmerevious page.

5.5. Validating the Model of User Mental Activities

To illustrate the approach we usgw.israeliz.co.illog data extracted with the Ergolight Webtestenfr2003-
02-01, 12:37:46 to 2003-02-27, 11:22:28.
(www.ergolight-sw.com/pub/Sites/Israeliz/All/FirsgRorts/wtFrameSet.html
A typical scheme for page event sequences is:
User links to Page -> Page starts download -> Palgsvnload complete -> User recognizes
page -> User reads page -> User activates a linkoat to leave the page.

The main variables of interest in a typical eConoaddSUID are presented in Table 3. Variables manked
bold represent key variables to be analyzed intgresepth.
The time variables with potential impact on thétwexperience are:
e The page download time, measured from the firsepdagw until the end of subsequent embedded files
(images, Java scripts, etc)
e The elapsed time until the next user event, int&tgar as reading time.
e The elapsed time since the previous user evemtprgted as the time until the user found the 1onkhis

page.

The page visitor experience is regarded as negativeositive according to whether or not a UPI was
indicated. The expected relationships betweetkélyesariables are as follows:

e Page size should directly affect the page downtae

e The amount of text on page should directly affeetpage reading time

e The ratio TextSize/PageSize may be equal to heifoage is pure html (has no graphics, video etosgry
small (since images consume much more space cothfatext)

e Page download time should affect the visit expegerToo long download time should result in negativ
visit experience. Research indicates that too sHoitnload time might also result in negative visit
experience; however, this might be a problem ooihektremely good service (server performance).

e Page seeking time may affect the visit experiemoe. much seeking time might have a ‘last straneetif if
the page is not what they expected to have.

e Page reading time may have effect on the visit Bgpee. Users may stay on page because the page
includes lot of data (in this case study, the datéextual) or because the text they read is ney ¢a
comprehend.
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Table 3: Variables used in DSUID analysis

ID |Variable Definition

1 | ActionCount "Count of page visits as recordethimlog file, including actual visits and fakeditggrefreshing
and form submission)"

2 | NuOfRealVisits "The actual visits, after removihg faked visits."

3 |TextSize Size of html page

4 | PageSize TextSize + size of subsequent images recordedidhdilly

5 | NuOfEntries Count of site entries through thigga

6 | NuOfPreExits Count of site exit through next page

7 | NuOfExits Count of site exit through this page

8 | NuOfPreBacks Count of backward navigations frbim page

9 | NuOfBacks Count of backward navigations to tlige

10 | NuOfDownloads Count of page visits with positil@vnload time

11 | NuOfGetToPost "Count of transitions from Gepitglly, viewing) to Post (typically, form submiss)"

12 | TotalDownloadFrequency Sum of (1 / DownloadTimedr all real page visits

13 | TotalReadingFrequency Sum of (1/ ReadingTimey all real page visits

14 | TotalSeekingFrequency Sum of (1 / SeekingTime) all real page visits

15 | TotalProcessingFrequency Sum of (1 / ProcessimgTover all real page visits

16 | TotalGetToPostFrequency Sum of (1 / FormFillimgd) over all real page visits

17 | AvgDownloadFrequency Average = Total / Count

18 | AvgReadingFrequency Average = Total / Count

19 | AvgSeekingFrequency Average = Total / Count

20 | AvgGetToPostFrequency Average = Total / Count

21 | AvgPostToPostFrequency Average = Total / Count

22 | AvgDownloadTime Harmonic average of page download time over allpage visits

23 | AvgReadingTime Harmonic average of page reading time over allpagk visits

24 | AvgSeekingTime Harmonic average of page seeking time over allpage visits

25 | AvgProcessingTime Harmonic average of page psig time over all real page visits

26 | AvgResponseTime Harmonic average of page resgons over all real page visits

27 | PercentExitsSlowDownload| “Number of page vidlitaracterized as slow downloads, followed by sittsé NuOfRealVisits *
100"

28 | PercentPbackSlowDownload “"Number of page visitgacterized as slow downloads, followed by bact#wavigation /
NuOfRealVisits * 100"

29 | PercentExitsSlowSeeking "Number of page viditwacterized as slow seeking, followed by sitesekituOfRealVisits * 100

30 | PercentExitsFastSeeking "Number of page vibigsarterized as fast seeking, followed by sitesg¥NuOfRealVisits * 100"

31 | PercentPbackSlowSeeking "Number of page vibasacterized as slow seeking, followed by backwandgation /
NuOfRealVisits * 100"

32 | PercentPbackFastSeeking "Number of page vis#sacterized as fast seeking, followed by backwardgation /
NuOfRealVisits * 100"

33 | PercentPexitSlowReading "Number of page visitsacterized as slow reading, followed by site gih next page /
NuOfRealVisits * 100"

34 | PercentPexitFastReading "Number of page vibisacterized as fast reading, followed by site fe@ih next page /
NuOfRealVisits * 100"

35 | PercentPbackSlowReading "Number of page vibsacterized as slow reading, followed by backweadgation /
NuOfRealVisits * 100"

36 | PercentPbackFastReading "Number of page vis#sacterized as fast reading, followed by backwedgation /
NuOfRealVisits * 100"

37 | UsabilityScore "Normalized harmonic average of: download timeksegtime, reading time"

38 | UsabilityAlert Sum of all UPIs (6-11 above)

39 | AccessibilityScore a measure of the speed of finding the links toctimeent page

40 | PerformanceScore a measure of the download speed

41 | ReadabilityScore a measure of the reading speed (characters pardjeco

Simple histograms of key variables tracking 122epaigits are presented in Figure 2. The data reptss

averages per visit. Some distributions are flaheare skewed to the right and some have obviatlisrsu
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Figure 2: Histogram of DSUID key variables.
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Figure 3 focuses on the average seeking time loligioin, without displaying an outlier of 5624 sedsrand
two relatively high observations of 80 and 74 selsonBy running a basic factor analysis of the detacan see
that average seeking time and average reading camg very similar loadings and are therefore el
correlated. They are, however, negatively corrdiatetext size and accessibility scores. So aré&gability and
Performance scores that bring out an additionakdsion reflected by the relatively high positiontha second

factor (see Figure 4).

Second Factor

1.00

075

050

025

0.00

-0.25

-050

Loading Plot of TextSize, ..

.; UsabilityAlert

Performancescore

UsabiityScore

AccessibilltyScore

AvgProcessingTime

ity Seare
ponseTime

TextSize

Usability Al
PercentExifl ncs

PageSize
avgDounlasdT

ime

0.0 05

First Factor

Figure 4: Loadings of DSUID key variables.



14 R.S. Kenett, A. Harel and F. Ruggeri

5.6. Cause and Effect Analysis

To validate the model of the user’s mental activitg useBayesian Networks. A Bayesian Network is a
graphical model representing cause and effectioaktips between variables. Each node in the graph
represents a random variable, whereas edges derodiabilistic relations between the random varislffer a
general introduction see [12] and [16]). Bayesiatworks are used for dealing with complex problesinse
they provide a model of cause and effect relatipssht alocal level, involving just few random variables,
identifying parentsnodeswhich are affectingchildren ones as specified by conditional probabilities. A key
characteristic of Bayesian Networks is that theg ba continuously updated turning prior informatioito
posterior distributions that reflect the propagatad variability through the network structure (4&6]). This
property is coherent with a Bayesian approach iickviexperts’ knowledge and experimental evidenee ar
combined to make inferences on quantities of ister€or example, for computing the page readability
confidence level we assumed that rate of UPIs isetaied with the user’s reaction time. We validatehis
assumption using Bayesian Networks.

As an example, we show in Figures 5 and 6 a Bayds&twork derived from analysis of our case study
weblogs. The arrows in the network indicate cauw effect relationships between variables thatdsmved
from an analysis of conditional probabilities. langral, such relationships can be determined bybzony
data driven self learning with expert knowledgee Mariables have been discretized into five cafegowith
uniform frequencies. The network can be then b tseepresent posterior probabilities, reflecting network
conditioning structure, of the 1-5 categorized ablés. We can use such network for predicting pioste
probabilities after conditioning on variables affeg others or, in a diagnostic capacity, by capndihg on end
result variables. In our example, we condition tretwork to low and high seek time, Figures 5 and 6
respectively.
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Figure 5: A Bayesian network of web log data, ctinded on low seek time
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Figure 6: A Bayesian network of web log data, ctiaded on high seek time
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With low seeking time we experience 49% of high aedy high exit rates. With high seeking time these
numbers jump to 96%. Clearly seeking time has tftkthe behavior of the users. We can even quatitify
phenomenon and link, quantitatively, the impaca second of seek time on exit rate percentages.

5.7. Statistical Decisions

The way to conclude that the download time of dipaar page is too long is by a measure of potdigti
negative user experience, namely, the site exd. rab enable statistical analysis, we need to ahamg

perspective on these variables, and consider hewddiwnload time depends on the exit behavior. Wapewe

the download time of those visits that were sudogswith that of those visits that ended up in it exit. If

download time matters, we should expect that ttexage download time of those visitors who abanddhed
site will be longer than the average of those wiatiaued with the site navigation. Otherwise, & 8ite visitors
are indifferent about the download time, we shaigect that the download time of the two groups ld/awwt

be significantly different.

To decide about the significance of the usabilayrier we compare the download time of two samples:
of page visits that ended up in site exit and ttheoof all the other page visits. The null hypaikas that the
two samples are of the same population. If the hypothesis is rejected, we may conclude that thgep
visitors’ behavior depends on the download timgh& download time of the first sample exceeds tffidghe
second sample, and the difference is statisticidjgificant, then we may conclude that the downlthax# of the
particular page is significantly too long. A simpleo-tailed t-test is sufficient to decide whethke visitors'
behavior is sensitive to the page download time

5.8. A DSUID Implementation Framework: the Seven Layers Moded for Usability
Diagnosis
In setting up a Decision Support system for Us&erface Design we identify seven layers of datéectibn and
data analytics:
5.8.1. The lowest layer — user activity
This layer records correspond to significant usetioas (involving screen changes or server-side
processing).
5.8.2. The second layer — page hit attributes

This layer consists of download time, processinggtand user response time.

5.8.3. The third layer — transition analysis

The third layer statistics are about transitionsl aepeated form submission (indicative of visitors'
difficulties in form filling)

5.8.4. The fourth layer — User Problem Indicator identfimn

Indicators of possible navigational difficulty, inding:

o Estimates for site exit by the time elapsed uhgl hext user action (as no exit indication is rdedron the
server log file)

e Backward navigation

e Transitions to main pages, interpreted as escapingnt sub task

5.8.5. The fifth layer — usage statistics

The fifth layer consists of usage statistics, sagh
e Average introduction time
e Average download time
e Average time between repeated form submission
e Average time on screen (indicating content reldteidavior)
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e Average time on a previous screen (indicating ea$iek finding).

5.8.6. The sixth layer — statistical decision

For each of the page attributes, DSUID comparestthtéestics over the exceptional page views todhmser
all the page views. The null hypothesis is that €ach attribute) the statistics of both samplestiae same. A
simple two-tailed t test can be used to rejectaitd therefore to conclude that certain page atgihare
potentially problematic. A typical error level istdo 5%

5.8.7. The seventh layer — interpretation

For each of the page attributes DSUID providessadf possible reasons for the difference betwden t
statistics over the exceptional navigation pattemnd that over all the page hits. However, it & tble of the
usability analyst to decide which of the potensalrce of visitors' difficulties is applicable thet particular
deficiency.

6. Summary and Future Work

Currently, website owners and designers still dohave proper means to learn the user’'s experienceal
time. Web Analytics tools, such as Google Analytissovide valuable information to site owners, bugse
tools do not provide data to conclude about thel fieeintervention.

Usability is gaining attention. New books are bgindplished ([23], [24]) and recent workshops by Ul
others are now accessible on the web ([25], [2BPr a general presentation on challenges in softwar
cybernetics and dynamic feedback control see [RY]this work we describe a way to integrate uspbili
guantification in SOA and WS. It is related to tbencept of trust presented in [17], needs to betada
context sensitive and situation aware like otheASApplication characteristics (see [18] and [1@ur work
was focused on expanding this effort to cover wigled deeper aspects of usability. Specifically hewshow
an SPC model can be used to monitor, collect ateddret usability data. We discuss several analytitodels,
including Markov chains, Bayesian Networks, Dynarhioear Model and the BECM procedure of [9] to
analyze such data in a Bayesian framework.

Standard usability analysis is based on elicitihg bpinion of experts, for example on possible 'aser
reactions when navigating through web sites (s&§.[2Ve introduce here a quantitative approach #flatvs
combining expert opinion's prior assessment of phaebability of failure/success when some patterres a
followed by the users with dynamically collectedtadaFor a similar approach to set up recommendation
algorithms in web services see [21] and [22]. Tlagdsian framework we introduce here provides féicieht
and practical tracking and correction of usabiligpects in Service Oriented Architecture systemgeimeral.
This approach obviously needs to be expanded atiokfustudied in specific software cybernetic agations.

In particular, the WSI defined here should be dakea for sequences of log files, to learn how fhigex
changes in real dynamic situations, such as in peaks and during update of a website database.

Our intention was to focus on methodological aspe@bviously tools are needed to support such
implementations. In [6] we mention tools such asbt¥ster from Ergolight and GeNie for running Bagesi
Networks. Providing more information on such towds been beyond the scope of this paper. It i®nadde to
propose that new tools should be designed, enabdialgtime validation and control of the user’s engnce.
Such tools may use a WSI for the process contmolhich the WSI is obtained from usability facttinat may
be calculated in future Web Analytics tools.

In future studies, it may be possible to installaaaScript in web pages, similar to those instaibethy in
many web analytic tools. Such JavaScript will eadi#tter distinction between users, and will enableancing
the indication of site exits in order to achievepioved seamless navigation in dynamic websites.
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